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int _ fastcall memcpy_8(int result, int a2, unsigned int a3)

unsigned int i; /7 r3@1
for ( 1 =0; 1 < a3; i = (unsigned _ int16)(i + 1) )
*(_BYTE *){result + i) = ={_BVTE =){a2 + i);

return result;
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void* memcpy(void* dst, void* src, size_t size) {
if (dst == NULL || src == NULL) B
return NULL;
char* new_dst = (char*)dst;
char* new_src = (char*)src;

if (dst > src & new_dst - new_src <= size) {
for (int i = size - 1; 1 >= @; i-=) {
new_dst[i] = new_src[i];
}
} else {
for (int i = @; i1 < size; i++) {
new_dst[i] = new_src[i];

return dst;
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A dangerous function in standard library
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Fig.1 Comparison of dangerous function codes in firmware and standard library
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815BDB58 sub_15BDBSS ; C0 POF21B72 sub_F21B72 ; col
@15BDB58 5 5U @@F21B72 ; sul
015BDB58 PUSH {R4,LR} aaF21B72 PUSH {R4,LR}

G15BDB5A MOUS R3, #O BOF21B74 HOUS R3, #O
@15BDBSC B loc_15BDBG66 BAF21B76 B loc_F21B&8
@5BDBSE ;| - e AnF21B7R ;
@15BDBSE BBF21B78
B15BDBSE loc_1SBDBSE ; CO @8F21B78 loc_F21B78 HEHI]
815BDBSE LDRB R4, [R1,R3] BAF21B78 LDRBE R4, [R1,R3]
@15BDBGA STRB R4, [RB,R3] BAFZ21B7A STRB R4, [RB,R3]
15BDBG62 ADDS R3, R3, #1 BAFZ21B7C ADDS R3, R3, 1
15BDBGY UXTH R3, R3 BAFZ21B7E UXTH R3, R3
M15BDBG6G BaFZ21B2 8
B15BDB6G6 loc_ 1SBDEGG ; CO B8F21B88 loc F21B8&S8 ; Col
B15BDB6G GHP R3, R2 B0F21B8A CHP R3, R2
815BDBGS BCC loc_1SBDBSE B0F21B82 BCC loc_F21B78
15BDBGA POP {R4,PC} B0F21B8Y POP {R4,PC}
@15BDBGA ; End of function sub_15BDBS8 B8BF21B84 ; End of function sub_F21B72
(a) @ﬁsubilSBDBSSI (b) @ﬁsub7F21B72
Functionsub 15BDBS58 Functionsub_F21B72
&l 4 PS8 A R B A R R
Fig.4 Two dangerous functions that implement exactly the same
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Security Analysis of Baseband Firmware Function Based on Dynamic Execution
Qu Haipeng, Yu Rui, Sun Lei, L.v Wenjie
(College of Information Science and Engineering, Ocean University of China, Qingdao 266100, China)

Abstract: The baseband firmware in mobile communication devices runs in an independent computing
environment, and its vulnerabilities can endanger the security of the device and cannot be protected by
the security mechanism of the device’s main operating system. Therefore, its security has attracted the
attention of attack and defense researchers. In the experiment, it was found that due to function rewri-
ting and debugging information stripping of the obtained baseband firmware, it is difficult for the exist-
ing comparison tools to accurately identify its dangerous functions, and subsequent vulnerability discov-
ery work cannot be performed. This paper proposes a function safety analysis method DEx based on dy-
namic execution. According to the function information and segment content of the baseband firmware
obtained in the preprocessing process, the baseband firmware functions are dynamically executed in the
cross-compilation and virtual machine environment. Based on the semantic features generated in the run-
ning process, the priority ranking is designed to analyze the safety of the function and identify the mem-
ory copy function. The tool called dyndiff is constructed based on the DEx method. Compared with the
existing mainstream tool BinDiff based on the binary code similarity method, the risk function recogni-
tion rate of dyndiff is 5.5 times that of BinDiff. Finally, the application of this work in the follow-up vul-
nerability mining work is explained.
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BLANF : 240 (Polyplacophora) ; H e iy 41 %5 (Lepidozona coreanica (Reeve)) , K .75 5,2 #t 2 45 21 5Bk A7 85 (Acanthochitona
rubrolineata (Lischke)) 7555 ,5 it 106 4> ; S| 517 45 85 (Lepidozona bisculpta (Carpenter in Pilsbry)), HF 5,14t 1 4. EEHN
(Gastropoda) ; 2 FEZH SR (Nassarius sinarum (Philipp) , i =88, 1t 1 435/ U (Lottia dorsuosa (Gould)) , 5 &, H IR, 2 4t 24
A5 i EME (Neverita didyma (Roding) ) o 3EM T 55,2 ik 2 4> s i EE4E 56 /N A WE (Lunella correensis (Récluz)) 75 5. H IR, 6 4t 98 4~
B IR (Monodonta labio(Linnaeus)) , K% B & GEM 5. HBE,.8 4t 191 4~ B—Ri T8 (Tristichotrochus unicus (Dunker)), K
.14 4 A4 s W EYR (Littorina brevicula (PhilippD)) , F& FHE 5 M HF 5 H B GE =, 9 3 417 45 7 BER RIE (Babylonia are-
olata (Link)) , g, 1 #tt 1 /> & [RHEWGIR ( Batillaria cumingii (Crosse)) 3 .5 5, 2 4t 15 4> LW R S0 ( Nassarius succinctus
(Adams)), H B, 1t 1 4> B (Cellana toreuma (Reeve)) , 75 5,3 it 29 45 R RERFIIE (Funa jeffreysii (Smith)) , F 5,1 4t 8
A5 O 5N 188 (Calliostoma koma (Shikama & Habe)) , 3 8,1 it 1 4 ; W oo M B8 4= (Pleurobranchaea maculata (Quoy & Gaim-
ard) , FHF &, 14 1 A4S W /NEIE (Mitrella albuginosa (Reeve)), #5753 5. H &, 3 it 54 5 fk 2148 (Rapana wvenosa (Valenci-
ennes) ) , M 5 H B, 6 3t 30 45 B2 [RIRIE (Voluthar pa perryi (Jay)) , 75 5,2 #t 25 45 H ARG YR (Si phonaria japonica (Dono-
van)) iy, 1 it 1 45 83 1 188 (Ceratostoma rorifluum (Adams &. Reeve)), KiE, 1 #it 20 4~; s K5 4R I (Nipponacmea
schrenckii (Lischke)) , ]I . 5 .3 ik 56 14~ ; AUHT /NEWE (Mitrella bicincta (Gould)) , 35 &5, 1 #lt 10 4~ FERIBIE (Umbonium vestiari-
um (Linnaeus)) , 36 M . 5, 2 4t 15 4~ 2 WA LR (Nassarius pyrrhus (Menke)) , SE, 1 4t 2 4~ F5 W 2R 808 (Reticunassa festiva
(Powys)) . &) ERHE 2 L 9 s B MR (Tegula rustica (Gmelin)), RHE H M 5 e LB 5 5 H IR 8 4HE 104 A5 P87 B
(Reishia clavigera (Kister)) , K& FHA & B0 5 H I, 10 4t 185 4 s PR S8 ( Nassarius variciferus (Adams)) 3 , 1 4 2
Do kR4 (Cephalopoda) : KA il (Loliolus (Nipponololigo) beka (Sasaki)), 7 &, 2 it 15 45 Bk B B (Lusepiola birostrata
(Sasaki)) . FH 5.2 4t 21 4>,



